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TOM TAT

 Trong qua trinh phat trién kinh té'f xa hdi cua dé‘g nudc hién nay thi chpyép ddisd 1a mot yéu cau
tat yeu. Mot trong nhitng rao can thic day chuyén doi so thanh cong la cac van deé lién quan dén an toan
thong tin va an ninh mang. Thye té, Viét Nam né;n trong sb cac qudc gia bi tAn cong mang nhiéu nhéqt
trong khu vurc nhung lai ¢6 chi s6 an ninh mang thap nhat. Thoi gian qua, the gidi chimg kicn sir bung nd
mdt cach manh mé chua timg c6 ciia Deep learning. Bén canh s phat trién cua Cong nghé thong tin, cac
mdi de doa vé an ninh, an toan cling ngdy cang ting 1én ma mot t trong s6 do chinh 1a mang Botnet. Mang
Botnet ngay cang phure tap va kho phat hién, cac k¥ thuat truyén thong khong con phat huy duoc nhidu
tac dung, vi vy mdt trong nhiimg van dé cip thlet hién nay 1a tim ra duoc giai phap that hiéu qua trong
phat hién mang Botnet. Dya trén nhu’ng dic diém wu thé cua hoc siu nhu kha nang mo rong, hiéu suat
va thoi gian thyc hién, kha ning dién giai, v.v., nhom tic gia d tién hanh cai dit va danh gia ba phuong
phép phat hién Botnet dva trén hoc séu,, két qua thu dugc 1a vuot trdi. Do do, trong bai bao néy, nhom tac
gia da s dung ky thuét hoc su, d€ xuat xay dyng mot md hinh mang noron ba 16p trong viéc phat hién,
canh béo cac cudc tin cong st dung mang Botnet. Qua so sanh va danh gia, két qua dat dugc cia mod
hinh mang noron dugc dé xuét 1 tSt hon so véi cac phuong phap khac nhu SVM, RNN, LSTM.

Tir khoa: Botnet, BoTShark-CNN, BoTShark-SA, hoc sdu.

DEEP LEARNING TECHNIQUES TO DETECT BOTNET
ABSTRACT

During the economic and social development of the country, digital transformation is an
indispensable requirement. Information and network security are two major impediments to successful
digital transformation. Cyberattacks are happening every day, every hour and in fact, Vietnam is among
the countries most attacked by cyberattacks in the region but has the lowest cybersecurity index. In the
past time, the world has witnessed an unprecedented explosion of deep learning. Besides the development
of information technology, security and safety threats are also increasing, one of which is the Botnet
network. Because Botnet networks are becoming more complex and difficult to detect, traditional
techniques are no longer effective, and one of the most pressing issues today is to find an effective solution
for detecting botnets. Based on the advantages of deep learning such as scalability, performance and
execution time, interpretability, etc., the authors have installed and evaluated 3 methods of Botnet
detection. The results obtained are outstanding. Therefore, in this paper, the authors have used the deep
learning technique and proposed to build a 3-layer neural network model for detecting and warning
against attacks using Botnets. Through comparison and evaluation, the results obtained by the proposed
neural network model were better than other methods such as SVM, RNN, and LSTM.

Keywords: Botnet, BoTShark-CNN, BoTShark-SA, deep learning.
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1. PAT VAN PE

Botnet 1a thut ngit viét ngan cua "Bots
network", chi mang ludi cic may tinh nhiém
mi doc (Bots/Zombie) va bi chi phdi boi mot
may tinh khac. Mang ludi Botnet cang 16n thi
d6 nguy hiém cang cao. Thuc té, Botnet 1a
mot nhoém céc thiét bi internet bj xam pham,
chung duoc diéu khién tir xa béi cac toi pham
mang. Toi pham mang st dung Botnet dé
khoi dong cac cude tan cong phdi hop va thuc
hién cac hoat dong ddc hai khac. Tu “Botnet”
la su két hop cia hai tir, “Robot” va
“Network”. O day, mot tén tdi pham mang
thuc hién vai tro cia mot “botmaster” sit dung
virus Trojan dé xam pham bao mét cua mot
sO may tinh va két ndi chung vao mang vi
muc dich xdu. Mdi may tinh trén mang hoat
dong nhu mdt “Bot” va dugc ké x4u kiém
soat dé 1ay truyén Malware, Spam hodc noi
dung ddc hai nham khoi dong cudc tin cong.
S6 lugng, quy mo, mirc d6 nguy hiém va dic
biét 1 kha nang 4n ddu ciia mang Botnet ngay
cang tinh vi, phtc tap. Tai Viét Nam, theo
thong tin tir Trung tim tng ctru khan cip may
tinh Viét Nam (VNCERT), trong hai quy dau
nim 2019, mdi ngay c6 gan 100.000 dia chi
mang (IP) ciia Viét Nam truy van, két ndi dén
cac mang ludi may tinh (Botnet) va co toi
6219 su c¢b tan cong mang vao cic website
cua Viét Nam.

BotHunter 14 mot trong nhimg hé thng
phat hién Botnet dya trén hanh vi ra doi som
nhét, n6 hoat dong dua vao viéc st dung phén
mém SNORT dé tao ra céc canh bao vé hanh
vi cla tirng may riéng biét. Tuy nhién, viéc
n6 hoat dong bang cach quan sat cac tai trong
g6i khién cho hé thong nay khong co nhiéu
tac dung trong viéc phat hién cidc mang
Botnet di ma hoa két nbi. Vi viy, BotMiner
xuit hién, BotMiner hoat dong bing cach
nhom hanh vi ciia cac may khac nhau trong
cung mot mang Botnet lai.

Mit khéc, trong thoi gian dau nay da co
mot sd nghién ctru vé cach phat hién cac
luéng mang doc hai cia Botnet dya trén hoc
may, nhung cac ludng mang nay chi 1a tir cac
may ndi bd trong mang LAN. Sau d6, hoc
may da trd thanh mot ky thuat phd bién trong
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phat hién Botnet. H¢ thong hai giai doan bao
gOm giai doan trich xuét dic tinh va giai doan
hoc may. Hé théng nay duoc sir dung dé phat
hién cac mang Botnet co kién tric dya trén
IRC (Internet Relay Chat — mét giao thuc
duoc thiét ké cho hoat dong lién lac theo kiéu
hinh thirc tan giu thoi gian thuc dwa trén kién
tric client-server), n6 hoat dong bé'mg cach su
dung phuong phap phan loai Bayesian dé
phat hién luvu luong mang tor mady C&C
(Command-and-Control) cua Botnet, h¢
thong nay cho két qua 1a 90% ty 1¢ phat hién
va 15.4% ty 1€ phat hién sai (ty 1€ phat hién
sai van con cao) (Abu Rajab va cs., 2006).

Mot s6 cach phat hién Botnet khac hoat
dong dua trén truy van DNS, va n6 da dat dugc
ty 1€ phat hién truy van DNS ddc hai lén téi
92.5 % (Tran Thi Hang, 2020). Tuy nhién,
viéc phat hién dya vao cac truy van DNS khién
cho cac hé théng chi ¢6 thé hoat dong dugc véi
cac mang Botnet sir dung hé théng DNS dé tim
kiém cac may chit C&C cua chung (chii yéu
cac mang nay la mang Botnet tp trung). H¢
thong dung dé phat hién cac ludng mang
Botnet P2P hoat dong bang cach gia dinh
ludng mang dugc tao ra boi ngudi ding sé giao
dong manh khong giéng nhu ludng mang cua
Botnet P2P. Hé thong nay dat duoc ty 18 phat
hién 1én t&i 98%, nhung ty 1¢ phat hién sai lai
cao (30%) (Tran Thi Hang, 2020).

N

INFELTED COMPUTERS [Zombsbes)

Hinh 1. Céu tric dién hinh ciia mang Botnet

Botnet 1ay lan rat nhanh, cing véi do, cac
loai Botnet ngay cang tién hoa va phat trién,
cang nguy hiém va kho phat hién. Do kha
ning lay lan dé dang ctia no, bat ky nganh,
nghé, linh vuc nao ciing déu dimg trudc nguy
co bi xdm hai boi Botnet. Ngay nay, moi



S6 dic biét: Chuyén déi séphuc vu phat trién kinh 16 — xa héi

truong mang ngay cang tré nén phuec tap, vi
vdy, yéu cau vé bao mat cang khé khin hon
bao gio hét. Voi viéc Botnet dugc diéu khién
bdi botmaster thong qua kénh C&C, ngoai
viéc dé dang che dau vét n6 con khién cho
Botnet tré thanh mdt cong cu hitu hi€u cho toi
pham mang thuc hién nhiéu loai hanh vi nguy
hiém khac nhau. M6t s6 hanh vi Botnet c6 thé
thuc hién d6 la: gui tin nhén rac, ltra dao, gian
1an nhap chudt, tin cong tir chdi dich vu phan
tan (Distributed Denial of Service — DDoS)
va phat tan chuong trinh doc hai. Cac Botnet
dugc s dung thudng xuyén trong cac cude
tan cong DDoS. Mot ke tan cong c6 thé dleu
khién s6 luong 16n may tinh bi chiém quyén
diéu khién tai mot tram tir xa, khai thac bang
thong ctia chung va giri yéu cau két ndi téi
may dich.

2. CAC Ki THUAT PHAT HIEN
BOTNET VA Ki THUAT HQC SAU

2.1. M@t s ki thudt phat hién Botnet

Haddadi & Zincir-Heywood (2017) da lya
chon dic tinh dé phat hién su bit thudng.
Phuong phap phat hién Botnet sém thong qua
hai giai doan do Wang & Paschalidis (2017)
thuc hién. Stevanovic & Pedersen (2014) da
gidi thi€u mdt phuong phap phat hién Botnet
dua trén ludng dit liéu. Thuat toan rimg ngau
nhién dat d0 chinh xac 94%. Kirubavathi &
Anitha (2016) da gidi thiéu mot phuong phap
phat hién Botnet dya trén mo6 hinh héa hanh
vi cia luu lwong mang bang cach sir dung cac
dic tinh cua ludng dir liéu va phuong phap
machine learning giam sat (supervised
machine learning). Guntuku va cs. (2013) da
tich hop mot mo hinh Bayesian chinh quy dé
tién xur 1y cac déc tinh va chon b cac dac tinh
dai dién nhat. Mic du kich thudc cua tap dit
liéu luu luong mang lanh tinh va cac danh
muc cua ching khong dugc dua ra, nhung
phuong phap duoc d& xuit vin phat hién
Botnet véi do chinh xac 99.2%.

Mang Botnet ngay mot phutc tap va kho
phat hién, cac k¥ thuat truyén thng khong
con phat huy duoc nhiéu tac dung, vi vay mot
trong nhitng van dé cap thiét hién nay la tim
ra dugc mét gidi phap that hi¢u qua trong phat
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hién mang Botnet. Deep learning (hoc sdu)
ndi 1én nhu 1a mot giai phap méi day tiém
nang trong phat hi¢én Botnet (Hoang Xuan
Dau va cs., 2019).

Tac gia da danh gia ba phuong phap phat
hién Botnet dwa trén hoc sau do la:
BoTShark-SA (Botnet Traffic Shark -
Stacked Autoencoders), BoTShark-CNN
(Botnet Traffic Shark — Convolutional Neural
Networks) va phuong phap phat hién Botnet
dua trén luéng dir liéu la thuong. Két qua cho
thdy rang BoTShark-SA va BoTShark-CNN
déu dat duoc ti 16 gia tri dwong tinh du doan
chinh x4c trén gia tri dwong tinh thyc sy TPR
(True Positive Rate) 16n hon hoic bang 0.91
trén by dir li¢u ISCX. BoTShark hoat dong
trén tat ca cac dic tinh co ban va khong co
dac tinh nao dugc loc boi cac chuyén gia.
BoTShark-SA dat TPR 1a 0.91 va ti 1€ duwong
tinh sai FPR (False Positive Rate) 1a 0.15, con
BoTShark-CNN dat ty 1¢ TPR cao hon 0.92.
Qua so sanh cho thiy phuong phap t1ep can
dua trén nén tang hoc sau dugc dé xuat dat
duoc d6 chinh xac phat hi¢én Botnet cao hon
v6i ty 18 duong tinh gia rat thap.

Két qua dénh gia ba phwong phap trén cho
thiy cac phuong phap nay vuot tréi hon so
voi cac phuong phap khac ¢o lién quan, co
thé phat hién ra cac Botnet dat d6 chinh xac
dat t6i 99%. Hon nita, thoi gian huén luyén
mo hinh 1a chp nhan duogc khi ap dung lén
mot bd Botnet kha 1o, két qua phat hién rat
chinh xac va rt ¢6 tiém nang Gng dung vao
thuc té. Bén canh d6, mé hinh phat hién
Botnet dugc xdy dung dya trén mang noron
nhan tao (Artificial Neural Network — ANN)
cing v6i dau ra 1a ham kich hoat dau ra
Softmax cting la md hinh duoc ap dung chu
yéu va hiéu qua nhat,

2.2. Ki thuit hoc sau phat hién mang Botnet

Qua thuc nghiém vdi ba phuong phap phat
hién Botnet dya trén hoc sau la BoTShark-
SA, BoTShark-CNN va phuong phap phat
hién Botnet dua trén luéng di ligu la thuong,
6 thé théy Kkét qua dat dugc 1a vuot troi. Do
d6, nhom tac gia dé xuét st dung k¥ thuat hoc
sdu dé phat hién mang Botnet. Trong bai bao
nay, nhom tic gia di tién hanh chay thuc
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nghiém va dé xuét mdt mo hinh mang noron
dua trén hoc séu, su dung bo dit liéu Bot-IoT.

M6 hinh mang noron duoc xay dung dua
trén ham kich hoat 1a ham Softmax. M6 hinh
duoc huén luyén va kiém tra voi tap train va
test c6 10 dic tinh tot nhat di duogce trich xut
trudc d6. Mo hinh dwoc xay dyng trén nén
tang 1a Keras véi TensorFlow hd trg. Ung
dung dugc st dung d6 1a ung dung Google
Collaboration cua Google.

Gidi thiéu b dit liéu: BS dit liéu duogc tac
gid st dung 1a Bot-IoT duogc xay dung bdi
Nickolaos Koroniotis, Nour Moustafaa,
Elena  Sitnikova, Benjamin  Turnbull
(Koroniotis va cs., 2019) dén tir truong Pai
hoc New South Wales, Canberra, Ao. B dit
lidu 12 su két hop cua cac ludng mang IoT gia
lap thuong cing véi cac phuong phap tin
cong da dang. BO dir liéu rat 1on voi
72000000 ban luu (record), véi 16.7 GB dbi
v6i file CSV va 69.3 GB dbi véi tép Pcap.

Ly do nhém téc gia ap dung bo dir licu nay
1a boi vi hién nay, muc tiéu tan cong cha yéu
cua cac mang Botnet 1a cac thiét bi [oT, dac
biét 1a cac thiét bi ré tién, kém chét lugng va
bao mat thap. Trong khi d6, cac thiét bi IoT
dang phat trién mot cach manh mé va nhanh
chong véi luu lwong dir liéu khong 16. Cac hé
thong IoT noi tiéng hién nay co thé ké dén
nhu la: Smart city, Smart healcare, Smart
home va céac thiét bi IoT cong nghiép. Va
Botnet, dudi sy diéu khién cua BotMaster
thong qua may chu C&C, di tién hanh rat
nhiéu cac cudc tAn cong vao céac thiét b1 IoT,
trong d6 cac hinh thirc tin cong chu yéu la:
DDos, Keylogging, Phishing, Spamming,
Click fraud, Identity theft va ké ca d6 1a phat
tan cac ma doc Botnet.

B¢ dir liéu Bot-IoT 1a mot bo dir liéu da
duogc xay dung va phan tich mot cach triét dé
va day du, dé thong qua do6 c6 thé ap dung
mot cach dé dang cac phuong phap hoc may,
hoc sdu vao bo dir lidu. BO dit liéu nay da thé
hién duoc vu diém cta nd khi dem so sanh
vO1 cac bo dir 1liéu khac nhu sau:
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Bang 1. So sanh b9 dir liéu Bot-IoT voi cac
bo dir liéu khac

Bj dirligu Caidit Lwu D& Bit Trich
thr lwgng liéu day xuatcac
nghiém thye dwee da  dictinh
thuc te te gan  géi méi
nhan tin
Darpa98 T F T T F
KDD9%9 T F T T T
DEFCON-8 F F F T F
UNIBS T T T T F
CAIDA T T F F F
LBNL F T F F F
UNSW- T T T T T
NB15
ISCX T T T T T
CICIDS T T T T T
2017
TUIDS T T T T T
Bot-IoT T T T T T

Trong d6, cac chi s6 T, F duoc hiéu la
True (T) — dung/ c6 va False (F) — sai/ khong.
Vi dy, bo dit liéu Darpa98 c6 chi sb cai dat
thir nghiém thyc té 1a T dwoc hiéu 1a c6 thé
cai dat thir nghiém thyc té. Vi chi sb trich
xuat dac tinh méi 1a F duge hiéu 1a bo dit lidu
Darpa98 khong trich xuét cac dic tinh méi.

Qua so sanh, bd dir liéu Bot-IoT thé hién
su tot hon (T) v&i céc chi s6 danh gia: Cai dat
thir nghiém thyc té, Luu luong thyc té, Dir
liéu dugc gan nhan, Bét day du goi tin, Trich
xuit cac dic tinh moi. Pay 1a nhimg chi sb
dac trung trong viéc phat hién mang Botnet.

Bo dir liéu dugc xay dung dua trén ba
thanh phan do la: nen tang mang, mo phong
cac thiét bi IoT va cudi cing 14 trich xuét dic
tinh va diéu tra, phén tich.

Sau khi thu thap dugc bo dir liéu Bot-1oT,
nhom tac gia tién hanh giai doan tién xt 1y dir
liéu dé dua vao huan luyén cho mé hinh.
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Tién xir Iy die liéu: Trude tién, can phai
nhép dataset vao. Pau tién, chung ta khéi tao
duong dan t6i dataset, sau d6 sir dung ham
doc dit liéu ¢6 dinh dang CSV cua Python.

Tiép theo, ching ta s& ldy cac dic trung ciia
dir liéu, & day cac cot dic tinh ding dé dinh danh
luéng dit liéu nhu saddr, daddr, proto, sport,
dport s€ duoc loai bo. Ngoai ra, ching ta cling
loai bd cac cdt nhan trong dir li€u nhu attack,
category va subcategory. Pay la cic nhan cta
cac ludng dit liéu nén ching ta tach riéng.

Ngoai ra, nhin dugc dung dé phan biét 1a
category. Chung ta can chuyén cc nhin cia cot
category thanh cac gia tri s6. N6 tuong tu nhu
tir dién, gdm nam gid tri: {0:A, 1:B, 2:C, 3:D,
4:E}. Chod nao nhan A no thay bang s6 0, nhan
B no thay s6 1. Sau d6 chiing ta can chuyén cac
con sO twong tng voi nhan thanh cac vector. Vi
dy, nhan cot dau tién 1a 0 thi chuyén thanh
vector nam chiéu 1a [1, 0, 0, 0, 0], nhan cot thir
hai 14 4 thi s& chuyén thanh [0, 0, 0, 1, 0]. Béi
vi mé hinh mang noron yéu cau dau vao clia
nhan dudi dang mot vector nén ching ta can
phai chuyén nhan cta né thanh vector.

D6i v6i bo dir liéu da trich xuat, ching ta
tién hanh phan loai cac cot trong bo dit liéu
thanh cac cot dang chit va dang sb:
all keys = X train.keys()
num keys = X train.iloc[:, :-

2] .select dtypes (exclude=["'object'])
.keys ()

cat keys = X train.iloc[:, :-
2] .select dtypes (include=['object'])
.keys ()print (all keys)

Trong d6, bién num_keys chira cac cot gia
tri s va bién cat_keys chira cac cot gia tri
chit, 1énh iloc dung dé duyét timg hang trong
cot (keys) con 1énh select_dtypes dung dé xac
dinh kiéu dit liéu can chon. Ddi véi céc cot ¢6
gié tri 1a s6, chung ta can phai tién hanh diéu
chinh dix liéu cua cac dic tinh vé chung mét
ti 1¢ voi khoang gia tri du nhd, muc dich cta
né la giup cho cac trinh phan loai hoat dong
chinh xac va hiéu qua nhat. K§ thuat duoc ap
dung ¢ day la MinMax Scaling

x; —min (x)

" max(x) — min (x)
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Cong thirc trén s& chudn hoa cac dic tinh
vé gia tri trong khoang [0, 1]. Tuy nhién, do
cac gia tri trong bo dit liéu qua 16n nén khong
thé cu thé 4p dung MinMax Scaling nén trude
tién can phai sir dung cong thirc logarit co s6
10 @é giam kich thudc dir lidu.

Tuong tu ddi voi cac cot cd gia tri 1a chit,
chung ta ciing s& st dung MinMax Scaling dé
dura dit liéu vé trong khoang [0, 1]. Tuy nhién,
trude d6, ching ta ciing can phai c6 mot bude
chuyén cac gia tri dang chir vé dang s6 theo
phuong phap tir dién.

Sau khi dd xay dung va tién xir Iy bo dit
lidu, nhom tac gia tién hanh xdy dung mé
hinh mang noron.

Xay dung mé hinh mang noron: M6 hinh
mang noron gdm ba 16p nhu sau:

4 P
W

@ Output Layer

@) Hidden Layer

@ input Layer

Hinh 2. M6 hinh mang noron

Qua qua trinh thir nghiém mé hinh mang
noron voi nhidu gia tri, nhom tac gia dua ra
két qua mé hinh véi 14 node 16p input, 128
node trong 16p an 1, 64 node trong 16p an 2
va cubi ciing 14 nhan output ¢6 5 nhan. Véi
céc gia tri ndy, qua trinh thuc nghiém dat két
qua t6t nhat. O day, dé tang hiéu qua mo hinh
va giam overfiting trong qua trinh huan
luyén, ta dung k¥ thuét Dropout.

Sau khi khéi tao mang noron, chiing ta
tién hanh huin luyén mé hinh:

print ("B&t ddu hudn luyén mé hinh Ne
ural Network")

start = time ()
history = model.fit (X train, y train
encode,validation split = 0.2, shuf

fle = True, batch size=256, epochs=1
0, callbacks=[stopping])

end = time ()
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DAI HQC HA LONG

67



ap chi Rhoa hoc
PAI HOC HA LONG

print ("Thoi gian hudn luyén mé hinh
la: ", end - start)

B4t dau hudn 1luyén mé hinh Neural
Network

Train on 2347853 samples, validate on
586964 samples

Epoch 1/10

2347853/2347853

[ ] -
51s 22us/step - loss: 0.5065 -
accuracy: 0.9777 - val loss: 0.1847 -
val accuracy: 0.9992

Mo hinh duoc huén luyén dén epoch thur
10 thi dat dl}’qc su On dinh va d0 chinh xac
mo6 hinh a tot nhat:

Epoch 7/10
2347853/2347853
[ ] -
50s 2lus/step - loss: 0.3833 -
accuracy: 0.9990 - val loss: 0.2230 -
val accuracy: 0.9998

Epoch 8/10

2347853/2347853

[ ] -
49s 2lus/step - loss: 0.4331 -
accuracy: 0.9989 - val loss: 0.2013 -
val accuracy: 0.9999

Epoch 9/10

2347853/2347853

[ ] -
49s 2lus/step - loss: 0.6322
accuracy: 0.9988 - val loss: 0.5474
val accuracy: 0.9999

Epoch 10/10

2347853/2347853

[ ] -
50s 2lus/step - loss: 0.8242

accuracy: 0.9989 - val loss: 0.4445
val accuracy: 0.9999
luyén mdé hinh 1la:

Thdi gian huén
499.8155708312988

B

Trong d6, epoch 1a sb lan lip lai va
batch_size 1 s6 lugng mau, hai gia tri nay
duoc tinh theo cong thire da cho. Sau mdi lap
s& tién hanh drop out, chinh stra mé hinh dé
c6 thé dat duogc loss thip nhét, accuracy cao
nhat va sir dung dd thi dé hién thi két qua
huén luyén dya trén d¢ chinh xac.

Két qua huén luyén dat dugc do chinh xac
trung binh 12 99.99% v¢i thoi gian huan luyén
trung binh 13 49.98 s. Day la két qua tbt cho
mo hinh phat hién mang Botnet. Dudi day 1a
d6 thi m6 ta két qua huan luyén.

© # Hin th] kbt qui qui trleh huln luyén md hinh trén 89 chinh xic.
byslet.plot(history nistory accuracy’ ], labels'train’)
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Hinh 3. Két qua huén luyén

3. KET QUA VA THAO LUAN
3.1. Danh gia mo6 hinh

Dé vige danh gid dugc don gidn va hiéu
qua, tac gia da tién hanh danh gia m6 hinh dya
theo bon do do pho bién do la: Precision,
Recall, F1-Score va Accuracy. Cac d¢ do nay
c6 diém bang gia tri trung binh cua timg nhan.
Viéc danh gia s¢ dqqc thuc hién péng cach cho
chay thuat toan ba lan va tinh ra két qua (Hinh 4)

0.999866886
0.999866886

lan 2

lan1

20 rorpnsepnons0.009846066.

——— 0.999837373

0.999859617
0.999859617

0.999856891
0.999856891

———— 0.999830944
0.9998 0.99981 0.99982 0.99983 0.99984 0.99985 0.99986 0.99987 0.99988 0.99989

B Accuracy B F1-Score Recall M Precision

Hinh 4. M6 hinh héa danh gia dang cot
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Nhu vay, ta c6 thé thiy dugc mé hinh di
xay dung du doan chinh x4c véi ti 1¢ & bon do
do rat déng déu nhau. Qua do, ta rut ra duoc
két ludn: V&i Precision 14 0.9997 cho thdy cir
10000 truong hop duong tinh (la Botnet) du
doan duogc thi ¢c6 9997 truong hgp 1a duong
tinh that; Recall 12 0.9996 cho thy cir 10000
truong hop duong tinh that sy thi mé hinh du
doan ra dugc 9996 truong hop duong tinh
trong s6 d6. Con lai hai d6 do F1 va Accuracy
déu rét cao (0.9998 va 0.9996) ciing da cho
thdy hiéu qua cia md hinh trong phan biét
Botnet va binh thuong.

bé viéc danh gia truc quan hon nira, tac
gia da tinh gia tri 4o do ddi véi timg nhan:
Precision, Recall va Fl-score va dua ra két
qua dbi voi tirng phan nhu sau:

Bang 2. Két qua ddi véi tirng phin

Precision Recall F1- S6 Precision
score mau
DdoS 1.00 1.00 1.00 385309
DoS 1.00 1.00 1.00 330112
Normal 0.85 0.69 0.69 107
Reconaissaine 1.00 1.00 1.00 18163
Theft 0.00 0.00 0.00 14
1.2 500000
1 400000
08 300000
0.6
04 200000
0.2 100000
0 0
0051 05’ é)“@ . \.,eé\(& &“3
=% Precision S I Recall

[ Fl-score — S0 mau

Hinh 5. M hinh héa két qua tirng phan

Céc tham sb cua Bang 3 duoc xac dinh
nhu sau: TNR (Selectivity — Ti 1€ gia tri am
tinh du doan chinh xac trén gia tri 4m tinh
thuc su), NPV (Ti 1€ gia tri &m tinh du doan
chinh xac trén gia tri &m tinh dy doan dugc)
va TS (Threat Score — ciing giéng nhu F1-
score s& la gia tri tong hop giita Precision
(PPV) va Recall (TPR)).
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Biang 3. Két qua cac d do con lai

TNR NPV TS  S6 miu

DdoS (999966 0.999871 0.999852 385309

DoS  0.999975 0.99997 0.999933 385309

Normal ( 999937 0.99999 0.535088

107

Reconai
_ssaine 0.999943 0.999918 0.994512 18163

Theft 9 999981 1 0 14

1.2 450000
400000
350000
300000
250000
200000
150000
100000
50000
0

0.8
0.6
0.4
0.2

DDoS Dos

Normal Reconaissaine Theft

CS=NTNR B NPV TS S5 mau

Hinh 6. M6 hinh héa cic d do con lai

Tir cac d6 do dbi vai timg thanh phan ta
rat ra duoc nhan xét 1a khi s luong mau
duong tinh cta loai d6 16n thi viéc du doan
do chinh xac cac gid tri am tinh, duong tinh
d6i v6i loai d6 s& chinh xac hon. Con khi s6
mau duong tinh nho, vi dy nhu loai Normal
thi viéc du doan s€ khong con chinh xac. Tuy
nhién, do sy chénh léch gitra ) luong mau
duong tinh va am tinh la qué 16n nén cac do
do 1a TNR va NPV van cho két qua cao,
tuong tu di véi truong hop cua Theft. Do do,
viéc danh gia kha nang hoat dong cua mo
hinh s& chinh x4c nhét khi dya vao cic do do
nhu: Precision, Recall va F1-score.

3.2. So sanh ciac phwong phap

Sau khi x8y dung va chay thuc nghiém mo
hinh mang noron thanh céng véi cac gia tri
tham s& da dé xudt, dé tién hanh 1am rd két
qua ctua phuong phap nay, nhom tac gia da
tién hanh chay thuc nghiém ba phwong phap
hoc may khac bao gdm SVM (Support Vector
Machine), RNN (Recurrent Neural Network
—mang noron hdi quy) va LSTM (Long Short
Term Memory) da duoc gidi thi¢u
(Koroniotis va cs., 2019) voi phuong phap
hoc sau.
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Sau khi cai dat va chay thyc nghiém thanh
cong ca boén phuong phap: SVM, RNN,
LSTM, DL (mé hinh mang noron tir dé xuét)
thi nhom tac gia tién hanh so sanh, danh gia
mo hinh, két qua nhu sau:

Béang 4. So sanh cac phwong phap

SVM RNN LSTM DL
Accuracy 0.88372 0.9974 0.99741 94 0.999611
702 0468 657
Precision 1 0.9999 0.99991 0.999611
0435 036 657
Recall 0.88371 0.9974 0.99991 0.999631
19 9976 036 538
Traning 1270.48 8035 10482.19 499.8155
Time 7083
1.05 12000
. 10000
8000
0.95
6000
0.9
4000
0.85 2000
038 0
SVM RNN LSTM PH'U'O'N‘G
PHAP NAY
FZZIACCURACY [N PRECISION

[ RECALL e TRAINING TIME

Hinh 7. So sanh véi cac phuwong phap khac

Bang 4 cho thiy két qua cia mé hinh
mang noron dé xuat (DL) t6t hon han so véi
cac phuong phap khac: Bo chinh xac la
99.9% tdt hon so v6i SVM 1a 88.3% va gan
tuong duong véi RNN, LSTM la 99.7%.
Dong thoi, thoi gian huin luyén ctia mé hinh
ngan hon 1/3 so v6i SVM, 2/3 so v6i RNN va
1/2 so voi LSTM.

Nhu vay, khi so sanh vai cac phuong phap
khac, phuong phap hoc sau da dugc ap dung
dem lai két qua cao hon, thoi gian huan luyén
ngén hon. Ciing tir Bang 4 ta c6 thé thdy duoc,
hai phuong phap c6 sir dung mang noron khac
1a RNN va LSTM ciing dem lai két qua cao so
véi phuong phap SVM. Tuy nhién, Precision
ctia SVM 14 1 cho thay ring phuong phap SVM
du doan rat chinh x4c cac truong hop dwong
tinh, khong du doan nham am tinh thanh dwong
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tinh, nhung n6 lai c6 nhuoc diém la d& dé sot
kha nhi€u truong hop duong tinh.

Vi vay, co thé rat ra két luan 1a phuong
phap SVM s& tét hon cac phuong phéap hoc
sau trong viéc dy doan cac bg dir liéu nho
hoac céc bo dit li¢u it truong hop dwong tinh.
Tuy nhién, trong pham vi dir liéu diéu tra
mang (Network Forensics) thi r rang tinh t5i
wu cua cac phuong phap hoc siu s& duoc thé
hién 10 rang hon.

V6i mé hinh di xay dung, chung ta c6 thé
st dung cac chuc nang co ban do 1a: Import
tap cac record, dAu ra s& cho biét co bao nhiéu
luu lugng Botnet trong do, cac loai tn cong
da dugc thyc hién, cac dia chi Ip nguén va
xuat mot file csv chi ra cac ludng mang la
Botnet. Tuy nhién, dé ap dung trong mé hinh
mang thyc tién dang duoc trién khai 1 khong
kha thi vi bo dit li€u phai dugc cap nhat Real-
time, toc d6 xir Iy phai nhanh va c6 thé dwara
két qua tra v& ngay khi phat hién.

4. KET LUAN

Bai bao da rat ra dugc vai tro cua hoc sau
trong phat hién mang Botnet va thuc hién
phat hién mang Botnet dua trén hoc sau. Bai
bao da néu ra hai phuong phap phat hién
Botnet dua trén hoc sau d6 1a BoTShark-SA
va BoTShark-CNN dya trén hai ky thuat
Autoencoder va CNN.

Trong bai bao, nhom tac gia da dé xuat mo
hinh mang noron v6i 14 node 16p input, 128
node trong 16p 4n 1, 64 node trong 16p 4n 2
va cudi cing 1a nhin output c6 5 nhan va da
so sanh két qua v&i ba mo hinh hoc méy khac
1a SVM, RNN, LSTM. Két qua nghién ciru
cho théy tinh hi¢u qua va uvu viét cia mo hinh
hoc sau phat hién Botnet.

Trong thoi gian téi, nhom tac gid mong
mudn truc tiép thuc thi trén tap dir lidu thd
sau khi chan bit duoc dir lidu mang, qua do
giam bot thoi gian xur 1y dit li¢u va tang cuong
kha ning g dung ctia md hinh dé co thé ap
dung vao thuc tién theo thoi gian thuc (Real-
time). Xay dung tng dung hoc sau phat hién
Botnet c¢6 thé dong gop vao nhiém vu bao
dam an ninh an toan thong tin, bao vé bi mat
Nha nudc trong luc lugng Cong an nhan dan.
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