Nghién cuu

UNG DUNG MO HINH NGON NGU LON TRONG NHAN DIEN

VA PHAN TiCH TRANG LUA PAO FACEBOOK
Hoang Minh Thanh', Lé¢ Céng Thanh', Can Anh Minh!
Pao Thi Phwong Anh?’, Lé Thi Kiéu Oanh?
'Sinh vién, Truong Pai hoc Tai nguyén va Mai truong Ha Noi
’Truong Pai hoc Tai nguyén va Moi truong Ha Noi
’Trudng Pai hoe Kinh té K thuat Cong nghiép
Tém tit
Nghién cieu nay gidi quyét thach thirc vé van dé lira ddo truc tuyén dang ngay cang
tinh vi trén nén tang mang xa hoi Facebook tai Viét Nam. Muc dich cua nghién cuu la
xday dung mot hé théng nhdn dién va phdn tich lvra dao khong chi dua trén do chinh
xdc ky thudt ma con hudng tgi tinh minh bach va kha nang giai thich (Explainable
Al). Béi twong nghién ciru la cdc trang cd nhdan va Fanpage cong khai trén Facebook
Vvéi cdc kich ban liva dao phé bién nhw co bac va tuyén dung gia mao. Phuwong phap
nghién cuu dwoc dé xudt la mét kién tric phdn tcfng tich hop mo hinh lai PhoBERT-v2
két hop XGBoost dé xir Iy dong thoi dic trung ngit nghia tiéng Viét va metadata hanh
vi. H¢ thong vimg dung ki thudt ting cuong truy xudt tri thirc (RAG) va giao thirc
Model Context Protocol (MCP) dé xdy dung tdc nhdan Al ¢é kha nang tra ciu danh
sdch den thoi gian thwe va cung cdp cde gidi thich diea trén co sé phdp 1y. Két qua thue
nghiém trén tdp dir liéu thuc té cho thcfy mo hinh dat do chinh xac 92,58 %, F'1-Score
92,76 % va ROC-AUC 0,9509. Nghién cuu dong gop mot giai phap toan dién giup
ndng cao nhdn thike an toan thong tin cho céng dong théng qua viéc két hop giita cong
nghé nhdn dién va gido duc nguoi dung.
Tirkhéa: Giao thirce MCP; K§ thuat ting cuong truy xuat RAG; Lira ddo Facebook;
Mb hinh ngdn ngit 16n LLM; M6 hinh PhoBERT; Téc nhan Al
Abstract
Application of large language models in identifying and analyzing
Facebook scam pages
This study addresses the escalating challenge of sophisticated online scams on
the Facebook social media platform in Vietnam. The research aims to develop a scam
detection and analysis system that prioritizes not only technical accuracy but also
transparency and explainability (Explainable Al). The research subjects are public
Facebook profiles and Fanpages involving common scam scenarios such as gambling
and fake recruitment. The proposed methodology is a layered architecture integrating
a hybrid PhoBERT-v2 and XGBoost model to simultaneously process Vietnamese
semantic features and behavioral metadata. The system utilizes Retrieval-Augmented
Generation (RAG) and the Model Context Protocol (MCP) to build Al agents capable
of real-time blacklist lookups and providing legal-based explanations. Experimental
results on real-world datasets show that the model achieves 92.58 % accuracy, 92,76
% F1-Score, and a 0.9509 ROC-AUC. The study contributes a comprehensive solution
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to enhance community information security awareness by combining detection

technology with user education.
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1. Gi6i thi¢u

Trong ky nguyén sb héa, su phat trién
manh mé& ciia cong nghé da thay doi cin
ban cach con ngudi trong tac va giao tiép
trén mang xa hoi. Tuy nhién, cic nén ting
nhu Facebook khong chi 14 noi két ndi ma
con tré thanh méi truong tiém an rii ro lira
dao tryc tuyén ngdy cang tinh vi, gdy thiét
hai kinh té udc tinh gan 20.000 ty dong
moi nam tai Viét Nam. Theo théng ké tur
cac co quan chuc nang, chi riéng trong
nam 2024, da c6 hon 125.000 website gia
mao, mao danh cdc co quan, t6 chirc duoc
ghi nhan vé1 hang trdm kich ban va chiéu
tro Ira ddo khéac nhau [1, 23]. Quy mé cua
van d¢ con duge minh chimg qua dir liéu
tir Meta: Trong nira dau nam 2025, da c6
khoang hon 5,4 triéu néi dung gian lan,
lira ddo va gay hiéu lam trén Facebook
tai Viét Nam bi g& bo. Nhirng con s nay
phan anh 1 rét nhu cau cap bach vé cac
giai phap an ninh mang hiéu qua nham
bao v€ nguoi dung [2, 20].

Thuc té cho thay, cdc phuong phép
phong thu truyén thong dua trén tap luat
(rule-based) hoac cac md hinh hoc may
co ban thuong giap nhiéu han ché trude
cac kich ban lra dao hién dai [15, 25 -
27]. To6i pham mang hién nay da chuyén
dich tr viéc str dung ma doc k¥ thuat sang
cac hanh vi “thao tung tam ly” tinh vi,
d4anh vao ndi so hai hodc long tham cua
nan nhan thong qua ngdn ngit dan dy. Cac
hé théng hién tai chu yéu tap trung vao
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viéc kiém tra cac thuc thé k§ thuat nhu
URL ddc hai hay danh sach den, nhung
lai thiéu kha niang hiéu sdu vé ngit nghia
ctia vin ban tiéng Viét dé boc tach cac 16p
“nguy trang” tam ly. Hon nira, su tach roi
gitta cong ngh¢ nhan dién va viéc gido
duc nguoi dung tao ra mot khoang tréng
16n: nguot dung thuong nhan dugc nhirng
canh bdo ky thuat kho khan ma khong
hiéu 15 1y do tai sao mot trang thong tin
lai bi danh gi4 1a nguy hiém.

Su ra doi cia cac mo hinh ngon ngir
16n (LLM) mé ra huéng di méi nho kha
nang hiéu ngit canh sau sic. Tuy nhién,
cac nghién ciu trong nudc van con han
ché trong viéc tich hop sdu rong cic k¥
thuat xtr ly tiéng Viét chuyén sau di kém
v6i co ché giai thich giup con ngudi hiéu
va tin tuong két qua do Al néi chung tao
ra[l6, 17,21, 22].

Baibaonay dé xudt mothé théng nhan
dién va phan tich trang ltra ddo Facebook
toan dién thong qua kién tric phan ting
linh hoat. Giai phap c6t 18i dua trén viéc
tich hgp mé hinh lai PhoBERT-v2 két hop
XGBoost dé ndm bét dong thoi dic trung
ngit nghia va metadata hanh vi. Diém doi
moi sang tao chinh 1a viéc ung dung k¥
thuét ting cuong truy xuét tri thirc (RAG)
nham giam thiéu hién tugng “ao giac” cia
Al va giao thitc Model Context Protocol
(MCP) nham thiét 1ap co ché giao tiép
chuan hoa véi cac ngudn dit liéu ngoai vi.
Muc ti€u cia nghién ctru khong chi dung
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lai & viéc nang cao dd chinh xac k¥ thuat
ma con hudng t6i xay dung mot “I4 chin
tri thire”, giup nguoi dung nhéan dién céc
dau hiéu thao ting va bao vé minh mot
cach chi dong hon trén khong gian mang.

2. Co s6 1y thuyét va phwong phap
nghién ciru
2.1. Co sé' Iy thuyét

2.1.1. Xuw ly ngon ngir tw nhién (NLP)
va mo hinh PhoBERT

Xu ly ngdén ngir tu nhién hién dai dua
trén kién trac Transformer cho phép may
tinh hiéu va phan hoi ngén ngit con nguoi
mot cach c6 ngit canh thong qua co ché
self-attention. Trong nghién ctru nay, NLP
déng vai tro 1a “thdu kinh” dé béc tach
cac yéu t6 phi ngdn ngit nhu phan tich
cam xuc (Sentiment Analysis), nhan di¢n
y do (Intent Recognition) va xac dinh sic

Lugo = XL, L(yy, F(x) + 2¥_, Q(h,y)

trong do, L(y,F(x)): la ham suy hao do
luong su sai Iéch gitra gia tri du doan va
thue té. Phan diéu chuan Q(h) déng vai tro
kiém soat do phirc tap ciia mo hinh, giup
tranh hién tuong qua khdp (overfitting):

)

T dai dién cho s lugng 14 cia cay

Q(h) = YT + ;A |w|?

quyét dinh va w 13 trong sé tai cac 14.

V6i dac tinh xir 1y tot dir liéu thua va
téc d6 huan luyén song song, XGBoost rat
phtt hop dé phan loai metadata hanh vi ciia
cac trang Facebook trong thoi gian thuec.

2.1.3. M6 hinh ngon ngir [6n (LLMs)
va tac nhan Al (Al Agent)

LLM:s la cac mang no-ron sau voi quy
mo tham sb cyc 16n, c6 kha nang suy luan

Nghién cuu

thai (Tone of voice) nham phat hién cac
hanh vi gay ap luc tdm ly trong kich ban
Itra déo [3].

Nghién ctu Ung dung PhoBERT-
base-v2, mé hinh ngén ngii tién huin
luyén chuyén biét cho tiéng Viét dugc
huén luyén trén bd dir liéu 120 Gb. Diém
uu viét cua PhoBERT 1a thuc hién tach
tr (word segmentation) truéc khi huin
luyén, gitp khac phuc nhuogc diém hicu
sai ngir canh cia cac mo hinh da ngon ngit
khi xtr Iy ddc thu tiéng Viét [4].

2.1.2. Thudt toan phdn logi XGBoost

Thuat toan XGBoost 1a mdt moé hinh
hoc médy két hop (ensemble learning)
dua trén cdy quyét dinh va phuong phap
Gradient Boosting, duoc thiét ké t6i wu
cho kha ning md rong. Haim mat mat
tong quat cuia XGBoost duoc dinh nghia
nhu sau:

(1)

logic va hoc trong ngir canh [6, 24]. Khac
v6i cac mo hinh phan héi thu dong, tac
nhan Al dya trén LLM 1a mot thyc thé chu
dong thuc hién vong 1dp nhén thuce - suy
luan - hanh déng. Cdu tric cua tac nhan
g6m bdn thanh phan ¢t 16i: mo6 hinh suy
luan (Core LLM), mé-dun 1ap ké hoach,
mo-dun bd nhd va mo-dun hanh dong thuc
thi qua API [10]. Diéu nay cho phép hé
thong tu dong diéu phdi cac cong cu kiém
tra rui ro dua trén boi canh nguoi ding.

2.1.4. Ky thudt RAG va giao thuc
ngir canh mo hinh (MCP)

Pé khic phuc hién tuong “a0 giac”
(hallucination) cia LLM, k¥ thuat tang
cuong truy xuat (RAG) dugc Gng dung
nham léiy dit liéu thuec té tir cac co sO
dir liéu vector (nhw ChromaDB) dé b
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sung ngit canh cho mo6 hinh [18]. Dt liéu
duogc chia nhé thanh cac doan (chunks)
va chuyén d6i thanh vector nhing dé tim
kiém ngit nghia thay vi tim kiém tir khéa
don thuan. Song song dé, giao thirc MCP
cung cip mot 16p tiéu chuan héa ma nguén
mo, hoat dong nhu mét “céng USB-C cho
AI”, gitip chuan héa két ndi gitra tac nhan
Al va cac dich vu bén ngoai (nhu danh
sach den sO dién thoai, tai khoan ngan
hang) thong qua dinh dang JSON-RPC
2.0 [13]. Su két hop giita RAG va MCP
dam bao hé thong dua ra cac giai thich
minh bach, c6 bing ching va ludn cip
nhat thoi gian thuc.
2.2. Phwong phdp nghién ciru

2.2.1. Cdch tiép cin va quy trinh
nghién cuu

Nghién ctu ap dung phuong phap
ludn hén hop (mixed methods) két hop
gitta nghién ctru ly thuyét va thuc nghiém.
Quy trinh thyc hién tuan thu chu trinh
phat trién hé théng AI an ninh mang
chuin muc, bao gdm: (1) Phén tich yéu
cau chirc nang va phi chirc ning; (2) Thiét
ké kién tric phan ting va mé hinh lai; (3)
Thu thap va thuc nghiém huin luyén trén
dir liéu thuc té; (4) Panh gia hiéu ning
thong qua céc chi sé dinh luong.

2.2.2. Thu thdp va xw ly dir liéu

D@t liéu nghién ctu dugc thu thap
bang Scraper API tir 239 trang Facebook
cong khai tai Viét Nam va dbi soat véi
danh sach den cua du an “Chdng Lira
bao” (CLD) [14, 30]. Sau qua trinh sang
loc cac mau nhiéu va chat luong thap (noi
dung qua ngan hoic 16i crawl), tap dit liéu
con lai 201 mau chat luong cao.

- Gan nhan: Dir li€u dugc gén nhan
da 16p bao gdm: Lira dao viéc 1am (Job
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scam - 63 mau), Lira dao cd bac (Gambling
scam - 72 mau) va An toan (Safe/None -
66 mau).

- Phdn chia dit ligu: DE ddm bao tinh
khach quan, nhém tac gia su dung phuong
phap chia tap phan tang (Stratified Split),
duy tri ty 1& phan bé céc 16p twong dong
gitra cac tap dir li¢u. Tap dir li¢u dugc chia
theo ty 1&: huan luyén (162 mau), kiém dinh
(29 mau) va kiém thir doc 1ap (48 mau).

Nhan thay s6 luong 201 mau la tuong
d6i nho dé huan luyén t6i wu mé hinh hoc
sau, nghién cuu da 4p dung cac ky thuat
tang cuong dir liéu (Data Augmentation)
co ban cho vin ban dé lam phong phu tap
huén luyén. Déng tho1i, su chénh Iéch nho
vé sd luong gitta cac 16p (do tinh chat
phan bé thyc té cua dit lidu) da duoc xur ly
thong qua viéc diéu chinh ham mat mat co
trong s6 (Weighted Cross - Entropy Loss)
trong qua trinh huan luyén, dam bao mo
hinh ¢6 tinh téng quat cao va khong bi
thién léch (bias) vé 16p da sb.

2.2.3. Mo hinh lai va quy trinh trich
xudt dic trung

Nghién ctru dé xuit mo hinh lai
(Hybrid Model) két hop giira hoc sau va
hoc may truyén thong. Quy trinh trich
xuat dic trung dugc thuc hién song song:

- Pdc trung ngir nghia: Su dung
PhoBERT-v2 dé chuyén d6i ndi dung van
ban thanh vector nhung c6 kich thudc 768
chiéu, gitip nim bt sac thai ngdn tir thao
tung tam ly.

- Ddc trung hanh vi: Trich xut cac
siéu dir liéu (metadata) dinh lugng nhu
luot theo doi, luot twong tac, trang thai
xac thue.

Tai tang k¥ thuat két hop dic trung
(Feature Fusion), vector nhing 768 chiéu
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tir PhoBERT duoc thuc hién phép nbi
ngang (concatenate/hstack) truc tiép véi
vector luu trit cac gia tri s ciia metadata
hanh vi. Vector tong hop duy nhat niy sau
d6 moi1 duoc dua vao thuat toan XGBoost
dé thuc hién phan loai da 16p, tdn dung
duoc kha nang xtr Iy xudt sic cia XGBoost
d6i v6i cac diém dit liéu khong dong nhat.

2.2.4. Thiét ké kién triic hé thong 5 tang

Hé thong duoc thiét ké theo kién tric
phan tang (layered architecture) nhim
dam bao tinh linh hoat va kha nang giai
thich:

- Tang di¥ liéu dau vao: Tiép nhan
URL, van ban hoac hinh anh tir nguoi
dung qua Scraper API.

Nghién cuu

- Tang phdn logi (ML Layer): Van
hanh mé hinh lai PhoBERT + XGBoost
dé dua ra nhan du doan tirc thoi.

- Tang suy ludn va tri thirc (Reasoning
& Knowledge Layer): Ung dung k¥ thuat
RAG dé truy xuét cac van ban Luat va
kich ban ltra ddo tor ChromaDB, giup
LLM sinh 161 giai thich c6 can ctr phép ly.

- Tang tdc nhdn (Agent & Tool
Layer): St dung giao thirc MCP dé diéu
phdi cac tic nhan Al goi cong cu tra ciru
danh sach den sb dién thoai va tai khoan
ngan hang theo thoi gian thue.

- Tang ving dung: Cung cip giao dién
tuong tac qua Dashboard web va tién ich
Chrome Extension.

1. Tang dir liéu dau
(Input Layer)

Facebook Content
(Bai dang, Tin nhan, URL)

4

H r_. Data & Metadata
Q Scraper AP| ‘ % (Théng tin tai khoan, Lugt tuong tie, Thoi gian) J
I

2 =

2. Tang phan loai
(Classification Layer)

PhoBERT

Tien xir ly vén ban > @
= Trich xudt Vector
@ (Text Preprocessing) Néur:g / E‘:nheddmgs

XGBoost
(86 phan loai)

K&t qua Phan loai
(Nhin du dodn & X4c suft lira ddo)

o e

3. Tang suy luan va tri thirc

@ LLM
I (M& hinh N

gon ngir Lan)
L

E RAG & Co s6 Dif ligu Tri thire
{Knowledge DB & Retrieval-Augmented Generation)

(Reasoning & Knowledge Layer) [

Sinh l6i giai thich chi tiét & Bang chimg rii ro
(Detailed Explanation & Risk Evidence)

4. Tang tac nhan va thyc thi cong cu
(Agent & Tool Execution Layer)

Tac nhan Al Théng minh
(Intelfigent Al Agent - Digu phéil)

@ Bdo cdo @ Tra ctfu Ljch sir Lira ddo
(Reporting Toal) (Fraud History Lookup)

(1__‘% Phan tich B&i canh

I

(Contextual Analysis)

———¥

v

E" Giao dién Ngudi ding
D {User Interface)

5. Téng img dung
(Application Layer)

}_,

80

Dashboard (Bing digu khién)
+ K&t qua Phan loai « Két qua Phan loai
+ Loi gidi thich & Bang chimg

= Khuyén nghi Phong tranh

* Ldi gidi thich & Bang chumg
+ Khuy&n nghi Phong tranh

c Chmme Extension (Tién ich m& rqngj

Huréng téi Explainable Al (Al cé thé gidi thich) ¢@

Hudmg t6i Human-centric Al (Al I8y con ngudi lam trung tam) ¢

Hinh 1: So dé kién triic hé théng

2.2.5. Cong cu va maoi trieong thuc nghiém

Hé thong duge phat trién trén ngdn
ngtt Python 3.11, st dung céc framework
hi¢n dai nhu FastAPI, LangChain va Next.
js. Ngoai ra, hé thng tich hop giao dién tir
Open WebUI nham hd trg tuong tac voi
mo hinh ngén ngir 16n, hién thi két qua
phan tich va cung cip trai nghiém st dung

truvc quan cho nguoi dung [19]. Toan bd
giai phép dugc déng goi bang Docker va
Docker Compose, trién khai thuc nghi¢m
trén may cha AWS EC2 (t3.large) dé do dac
d6 tré va hiéu niang thuc té. Hiéu qua cua
phuong phap dugc kiém chimg qua cac chi
) Accuracy, Precision, Recall, F1-Score va
dién tich dudi duong cong ROC (AUC).
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3. Két qua va thao luan

3.1. Két qud thwe nghiém mé hinh
phan loai

Hé thong duoc thir nghiém trén tap
dir liéu gom 201 mAu chat luong cao sau

khi da loai bo cac mau nhiéu. Pé danh

gid khach quan, nhdm tac gia thuc hién
théng ké phan b cac 16p dit lidu trude

khi huén luyén.

Bing 1. Thong ké phin bé nhin trong tip dit ligu

Loai nhin | GiA tri nhin Y nghia So lirong mau
is_scam 1 Trang lra dao 138
0 Trang an toan 101
scam_type 0 Lira dao viéc lam (Job scam) 63
1 Lira ddo co bac (Gambling scam) 72
2 An toan (Safe / None) 66
-1 Dit ligu chét luong thap 38

Qué trinh huin luyén mé hinh lai
PhoBERT-v2 + XGBoost cho théy su hoi
tu 6n dinh. Thoi gian tinh chinh (fine-
tuning) PhoBERT-v2 mét khoang 461
giay, trong khi giai doan huin luyén bo

phan loai XGBoost chi mat 0,615 gidy
trén cac dac trung da trich xuat. Hiéu
ning cia mo hinh dé xuat dugc so sanh
voi cac phuong phap co so (baseline)
tai Bang 2.

Bing 2. Tong hop két qud thuwe nghiém cdic mé hinh

Mé hinh (Model) | Accuracy | Precision | Recall | F1-Score | ROC-AUC I“;"‘i;el';ce
Cac phuong phap co sé
XGBoost (Metadata Only) | 90,67 % 90% 192,43 % | 93,10 % 0,9402 0,018 ms
SVM + TF-IDF 87,50 % | 82,35% | 100% | 9032% | 0,9241 | 0,068 ms
Cic mo hinh Deep Learning don 1é
ViBERT 68,75% | 7407% |7143%| 72,73% | 0,6741 | 281,61 ms
PhoBERT-base (Original) 66,67 % 65% 192,86 % | 76,47 % 0,7402 278,67 ms
PhoBERT-base-v2 75% | 73,53% [89.29% | 80,65% | 0,7884 | 278,82 ms
M5 hinh dé xuét
PhoBERT-v2 + XGBoost | 92,58 % | 92,66 % 92,86 %] 92,76% | 0,9509 | 0,022 ms

Két qua tai Bang 2 minh ching ring
viéc két hop ngit nghia chuyén sau va dac
trung hanh vi giup mo hinh dé xuat dat do
chinh x4c cao nhét va kha nang phan biét
(ROC - AUC) t6t nhét.

3.2. Hiéu qua cua ky thudt RAG va
giao thire MCP

Hé théng thuc nghiém dugc cAu
hinh dé két ndi vdi cac mo hinh ngon
ngit 16n (LLM) tién tién thong qua giao
di¢n trung gian Open WebUI (MCP
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Nguén: Nhom tdc gid tong hop tir thire nghiém
Client) két ndi téi MCP Server. Trong
co ché ting cudng truy xudt tri thic
(RAG), tham sb tim kiém ngir nghia
duoc thiét 1ap 1dy top két qua phu hop
nhat v6i K = 3. Thuc nghiém trén 50
cau hoi kiém thu cho thdy ky thuat
RAG giup dat d§ chinh xac ngir canh
14 0,88. Chi sb nay duoc do luong chat
ché dua trén ty I€ cac doan van ban
duoc hé théng truy xuét tir co 8¢ dit liéu
Vector (ChromaDB) thuc sy lién quan
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dén noi dung cau hoi va hd trg LLM tra
161 dung, khong bi lac dé&. Pong thoi,
Al Agent tich hop qua giao thuc MCP
dat ty 1€ goi cong cu tra ctru thanh cong

Nghién cuu

96,25 % vé6i thoi gian phan hdi trung
binh khoang 3,8 gidy cho céac tac vu
kiém tra s6 dién thoai va tai khoan ngan
hang Itra ddo theo thoi gian thuc.

Ngudn Tri thirc (Knowledge Sources)

Tang suy luén va tri thirc (Reasoning & Knowledge Layer)

+ Mau kich ban lira dao

Vector héa va lwu triv tri thirc (Knowledge Vectorization & Storage)

+ Phan tich chuyén sau

@

Social engineering)

(Expert Analysis: Cybercrime psychology,

= (Scam Scenarios)
. Ca z 2 . 5 5 Lwu trip
A At Deofi vong bio Ging (ke ; Embedding (Vector Database: ChromaDB,
(Official Warnings & Alerts) Ch_unkmg (Vector nhung: Milvus)
+ Vn ban phip luat kot i ’ PhoBERT, ‘ +
(Legal Documents: Cyber Security Law, erlap) BAAlbge-m3...) Metadata
Decrees) (T&n file, Nguon, Snippet...)

$

Ludng xir ly truy xuat tri thivc (Knowledge Retrieval Flow)

rérc 1: réc 2: Bwéc 3: Rerankin, Két qud: Lot gidi
Kétquaphat | | Buocl: Sinh Lo onhona i | | Buoe 4: Tich thich chi tiét,
e truy vén ngiF Hybrid Search (Xep hang lai: s LLM . :
hién lira dao nghia (Dense Vector CrossEncoder, hop vao Prompt (M& hinh Bang i hu‘ng:
S (Semantic » Search + BM25) » COIBERT) + (Prompt » Ngén ngir » Khuyen nghi
Detection Query = Top-k Loc ngwdng diém Integration) + Lém) phong tranh
Result) Generation) Documents (Threshold Filtering) Metadata Héﬁﬁﬁﬁgn) ]

Hinh 2: So dé luong xir Iy div liéu RAG

Ludng thwe thi Agent & Cong cu dwa trén MCP (Linh hoat, M& rong, Bao mat)

@ Téc nhén Al
(MCP Client)
Twong tac ngwoi ding
(Bang didu khién/Tign 1. Phan tich .
ich mé rong) ngi¥ canh & 2. Quyét dinh goi
K&t qua phat cdng cy phi hop
hién (Suy luan LLM)
e 4. Nhan két "
Phat hién Itra dao qui & 1-UGC§IU
dk tin o3y e Téng h cfua MCP
(Tang phat hign) phan h‘S%’ ~
Phan hdi Al cé thé giai thich &
Lay con ngwdi lam trung tam
(Tu van & HO tro toan dign)

May cha MCP
(Lueu trlk cong cu)

M predict_tool
>0 (Banh gia rii ro béing ML +
Deep Learning)

web_search
(Xac minh ndi dung)

Giao thirc MCP
(Giao dién chuan héa,
'USB-C cho Al')

email_bankaccount_
phonenumber_checker
(Kiém tra danh sach den)

>

@ scam_protector_guizz
(Tréc nghiém gido duyc)

Hinh 3: So d6 luéng thwe thi ciia AI Agent va céng cu dwa trén MCP

3.3. Thdo lugn

3.3.1. So sanh vdi cac nghién cuu
trong nudc

Dy 4n “Chdng Lira Pao” (CLD) cia
Ng6 Minh Hiéu (2020): Can ddi chiéu dé
thiy rang trong khi CLD chu yéu dua trén
tap ludt (rule-based) va bdo cdo tur cong

dong (crowdsourcing) dé chan URL, hé
thdng ctia nhom da tién xa hon bang cach
st dung LLM d¢é giai thich 1y do lira dao
va tu van tam ly thao ting [30].

Nghién ctu vé PhoBERT cua
Nguyén Qudc Pat va cong su (2020): So

sanh hiéu nang xr ly tiéng Viét. Nhém cé

Tap chi Khoa hoc Tai nguyén va Méi truong - S6 62 - nam 2026

125



Nghién cuu

thé bién luan rang nghién ciru nay khong
chi dung lai & murc phan loai van ban don
thuan nhu cic ing dung PhoBERT trudc
d6 da tich hop thanh mot hé thdng da 16p
(Hybrid Model) két hop véi dac trung
hanh vi (metadata) dé dat do chinh xac
cao hon (92,58 %) [4].

Cac nghién ctu vé Retrieval -
Augmented Generation ciia Amugongo
va cong su (2025) va FPT Cloud (2025)
cho thiy viéc bd sung tang truy xuét tri
thirc gitp tang cuong kha nang suy luan
cua mo hinh ngdén ngit 16n [11, 12]. Bén
canh d6, cac nghién ctru vé Al Agents cia
Wang va cong su (2023), Fang va cOng su
(2025), Sapkota va cong su (2025) nhan
manh vai trd ciia tAng tac nhan trong viéc
tuw dong hoa va xtur ly dir liéu phuc tap [7,
8, 9]. K& thira cac hudng tiép can nay, h¢
théng dé xuat dugc mo rong véi ting suy
luan (RAG) va tang tac nhan nhim phu
hop vdi bai toan dit liéu mang xa hdi.

3.3.2. So sanh voi cac nghién cuu
ngoai nuoc

Nghién
va cong su (2025) vé md hinh lai
(PhishEmailLLM) két hop LLM va
XGBoost cho email [33]. Can so sanh
dé khang dinh giai phap ctia minh da t6i
uu héa cho ngdn ngit tiéng Viét va moi
truong Facebook, dong thdi bd sung k¥
thuat RAG dé giam “4o gidc” ma nghién
ctru cua Nair chua tép trung sau.

citu cua Ronish Nair

Nghién ctu cuia Matthew Benjamin
(2025), d6i chiéu vé kha nang xur 1y thoi
gian thuc. Trong khi Benjamin tap trung
vao cac thach thire vé d6 tré (latency), hé
thong da chimg minh dugc thoi gian phan
héi trung binh dudi 4 gidy du tich hop cac
quy trinh phtrc tap nhu RAG va MCP [29].
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Nghién ctru cia René Meléndez va
cong su (2024), so sanh vé uwu thé cua
mo hinh Transformer so véi cac mé hinh
truyén théng (SVM, Naive Bayes) [32].
Két qua ciia nhom nghién ctru (Bang 2)
cung c6 thém nhan dinh ciua Meléndez
nhung cho thay su két hop Transformer +
XGBoost mang lai hiéu qua vuot trdi hon
so vdi viéc chi dung Transformer don 1é.

3.3.3. Phan tich va bién ludn két qua

Dua trén cac bang s6 litu thuc
nghiém, nghién ctru rut ra cac bi¢n luan
khoa hoc sau:

- Tam quan trong cua Metadata:
Siéu dir liéu hanh vi 1a tin hiéu cuc ky
manh mé&. M6 hinh chi dung Metadata
da dat Accuracy 90,67 %, trong khi cac
mo hinh chi dua trén van ban (PhoBERT
thuan tiy) dat dudi 75 % do ndi dung lira
dao ngay cang tinh vi [34].

- S cdn bang giita Precision va
Recall: M6 hinh SVM dat Recall 100 %
nhung Precision thap (82,35 %), dan dén
nhiéu bao dong gia. M6 hinh dé xuat dat
Precision 92,66 %, gitip giam thiéu phién
ha cho nguoi dung.

- Gidi quyét bai todn “hdp den” ciia
AI: Viée tich hop RAG va MCP budc hé
thong phai giai thich dua trén bang ching
phép ly (nhu Ludt An ninh mang) va dir
liu thoi gian thuc (danh sach den s6 dién
thoai/sd tai khoan), bién coéng cu phan loai
thanh mét tro ly tu vAn minh bach [28,31].

4. Két luan va dé xuit

4.1. Két lugn

Nghién ctru da xay dung thanh cong
hé théng nhan dién lra ddo Facebook vdi

kién trac phan té”mg linh hoat, dat d0 chinh
xac 92,58 %. Hé théng khong chi 1a mot
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cong cu loc chan ma con la mot trg ly ao
hd trg nang cao nhan thiic an toan thong
tin cho ngudi dung thong qua céc tinh
nang tu van va trac nghiém tuong tac.

Tinh minh bach (Explainable Al):
Khing dinh su khac biét so vdi cac mo
hinh “h¢p den” chi dua ra nhan canh bao
ma khong coé giai thich phap ly nhu h¢
thdng cua nhom (d6 chinh x4c ngit canh
RAG dat 0,88).

Kha nang tuong tac (MCP Agent):
Day la diém mdi so v&i hau hét cac nghién
ctru hién tai vn chua tich hop giao thirc
MCP dé tra ctru danh sach den thoi gian
thuc mot cach tu dong.

4.2. Dé xuit va hwong phit trién

Trong twong lai, nhém nghién ctru dé
xudt mé rong kha nang xu ly da phuong
thire (Multimodal AI) dé nhan dién hinh
anh Deepfake va hoa don gida mao. Pong
thoi, nghién ctru ung dung cac k¥ thuat
lugng ti hoa dé trién khai mo hinh truc
tiép trén thiét bi ngudi ding (On-device
AI) nham dam bao quyén riéng tu.

Loi cdm on: Nghién clru nay duoc
hd trg va sir dung so liéu tir dé tai nghién
citu khoa hoc sinh vién Truong Dai
hoc Tai nguyén va Moéi truong Ha Noi
nam hoc 2025 - 2026. Ma s6: HUNRE.
NH.2026.11.21.

TAI LIEU THAM KHAO

[1]. Son Van (2025). Facebook thanh
diém nong lwa dao: Viét Nam va Singapore
yéu cau Meta hanh dong. Ha Noi.

[2]. Quynh Duong (2025). Nhirng ké
ltra dao ‘thao tung tam [y’ nan nhan thé nao?.
VNExpress.

[3]. Cole Stryker, Jim Holdsworth
(2024). What is NLP (Natural Language
Processing)?. IBM.

[4]. Dat Quoc Nguyen, Anh Tuan Nguyen

Nghién cuu

(2020). PhoBERT: Pre-trained language
models for Vietnamese. Cornell University.
https://doi.org/10.48550/arXiv.2003.00744.

[5]. Candice Bentéjac, Anna
Csorgd, Gonzalo Martinez-Muiioz (2019).
A Comparative Analysis of XGBoost.
Cornell University. https://doi.org/10.48550/
arXiv.1911.01914.

[6]. Humza Naveed, Asad Ullah
Khan, Shi Qiu, Muhammad Saqib, Saeced
Anwar, Muhammad Usman, Naveed
Akhtar, Nick Barnes, Ajmal Mian (2024). 4
Comprehensive Overview of Large Language
Models. Cornell University. https://doi.
org/10.48550/arXiv.2307.06435.

[7]. Lei Wang, Chen Ma, Xueyang
Feng, Zeyu Zhang, Hao Yang, Jingsen
Zhang, Zhiyuan Chen, Jiakai Tang, Xu
Chen, Yankai Lin, Wayne Xin Zhao, Zhewei
Wei, Ji-Rong Wen (2024). A survey on large
language model based autonomous agents.
Frontiers of Computer Science. https://doi.
org/10.1007/s11704-024-40231-1.

[8]. Jinyuan Fang, Yanwen Peng, Xi
Zhang, Yingxu Wang, Xinhao Yi, Guibin
Zhang, Yi Xu, Bin Wu, Siwei Liu, Zihao
Li, Zhaochun Ren, Nikos Aletras, Xi
Wang, Han Zhou, Zaiqiao Meng (2025).
A Comprehensive Survey of Self-Evolving
Al Agents: A New Paradigm Bridging
Foundation Models and Lifelong Agentic
Systems. Cornell University https://doi.
org/10.48550/arXiv.2508.07407.

[9]. Ranjan Sapkota, Konstantinos I.
Roumeliotis, Manoj Karkee (2026). Al Agents
vs. Agentic Al: A Conceptual taxonomy,
applications and challenges. Information
Fusion 126 (2026) 103599.

[10]. Yijia Shao, Humishka
Zope, Yucheng Jiang, Jiaxin Pei, David
Nguyen, Erik Brynjolfsson, Diyi Yang (2025).
Future of Work with Al Agents: Auditing
Automation and Augmentation Potential
across the U.S. Workforce. Cornell University.
https://doi.org/10.48550/arXiv.2506.06576.

[11].

Lameck Mbangula

127

Tap chi Khoa hoc Tai nguyén va Méi truong - S6 62 - nam 2026



Nghién cuu

Amugongo, Pietro Mascheroni, Steven
Brooks, Stefan Doering, Jan Seidel (2025).
Retrieval augmented generation for large
language models in healthcare: A systematic
review. PLOT Digital Health. Doi: 10.1371/
journal.pdig.0000877.

[12]. FPT Cloud (2025). T6i wu héa
swec manh cua Al tao sinh cung Retrieval-
Augmented Generation (RAG). https://
fptcloud.com/toi-uu-hoa-suc-manh-cua-
ai-tao-sinh-cung-retrieval-augmented-
generation-rag/.

[13]. Anna Gutowska (2024). What is
Model Context Protocol (MCP)?. IBM.

[14]. Krasnoludkolo (2026). Facebook
Scraper. RapidAPI. Available: https:/
rapidapi.com/krasnoludkolo/api/facebook-
scraper3.

[15]. Felipe Farias, Teresa
Ludermir, Carmelo Bastos-Filho (2020).
Similarity Based Stratified Splitting: an
approach to train better classifiers. Cornell
University. https://doi.org/10.48550/
arXiv.2010.06099.

[16]. Rudresh Dwivedi, Devam Dave,
Het Naik, Smiti Singhal, Rana Omer,
Pankesh Patel, Bin Qian, Zhenyu Wen,
Tejal Shah, Graham Morgan, Rajiv Ranjan
(2023). Explainable Al (XAl): Core Ideas,
Techniques, and Solutions. ACM Computing
Surveys, vol. 55, no. 9, p. 1 - 33. https://doi.
org/10.1145/3561048.

[17]. Davor Horvati¢, Tomislav Lipic
(2021). Human-Centric Al: The Symbiosis of
Human and Artificial Intelligence. Entropy,
vol. 23, no. 3, p. 23.

[18]. Tomas Bueno Momcilovic, Dian
Balta, Beat Buesser, Giulio Zizzo, Mark
Purcell  (2024). Knowledge-Augmented
Reasoning for EUAIA Compliance and
Adversarial Robustness of LLMs. Cornell
University. https://doi.org/10.48550/
arXiv.2410.09078.

[19]. Open WebUI (2026). Open WebUI:
Self-Hosted Al Platform. Open WebUI.
https://openwebui.com/.

128

[20]. Trong Dat (2025). Facebook go
5,4 triéu bai dang lwa dao, gian lan tai Viét
Nam. VNEXPRESS.

[21]. Stuart J. Russell, Peter Norvig
(2002). Artificial Intelligence: A modern.
Approach, Prentice-Hall.

[22]. Binh Manh Tuong (2006). Gido
trinh tri tué nhan tgo. Pai hoc Quéc gia Ha
Noi.

[23]. B6 Khoa hoc va Cong nghé (2023).
Cdnh bdo 16 hinh thirc lira ddo phé bién trén
khong gian mang.

[24]. Binh Minh Hoa, Pham Ngoc Bao,
Huynh Vii Lé, L& Huynh Nghiém, Nguyén
Thi Thiy A, Tran Khai Thién (2024). M6 hinh
ngon ngit lon va ung dung. HUFLIT Journal
of Science. Truong Pai hoc Ngoai ngit - Tin
hoc Thanh phé H6 Chi Minh.

[25]. Federal Trade Commission (2022).
How To Recognize and Avoid Phishing
Scams. https://consumer.ftc.gov/articles/
how-recognize-avoid-phishing-scams.

[26]. Gemma Martin (2024). Machine
learning and Al in fraud detection: How
businesses should be harnessing Machine

Learning and Al for advanced fraud detection.
Experian.

[27]. J. Wilk-Jakubowski, L.
Pawlik, Grzegorz Wilk-
Jakubowski, Aleksandra Sikora (2025).

Machine Learning and Neural Networks for
Phishing Detection: A Systematic Review
(2017 - 2024). Electronics, vol. 14, issue 18.
https://doi.org/10.3390/electronics14183744.

[28]. Liming Jiang (2024). Detecting
Scams Using Large Language Models.
Cornell University. https://doi.org/10.48550/
arXiv.2402.03147.

[29]. Matthew Benjamin (2025). Real-
Time Fraud Detection Systems: Challenges
and  Implementation  Using  Machine
Learning. https://www.researchgate.net/
publication/392263683 Real-Time Fraud
Detection_Systems_ Challenges _and__
Implementation_Using_Machine Learning.

Tap chi Khoa hoc Tai nguyén va Méi truong - S6 62 - ndm 2026



[30]. Ngé Minh Hiéu (2020). Chong lira
dao. Coéng ty TNHH Doanh nghié¢p xa hoi
chdng lira dao. https://chongluadao.vn/posts/
about-us.

[31]. Quy Quach Phu, Tuyen Dang
Trong, Hoang Phan Huy, Trung Nguyen
Quoc, Vinh Truong Hoang, Meirambek
Zhaparov (2024). An Improment of Large
Language Model for Vietnamese Traffic
Law Question Answer System. International
Conference on Intelligence of Things, Hanoi.
FPT University.

[32]. René Meléndez, Michal Ptaszynski,
Masui  Fumito  (2024).  Comparative
Investigation of Traditional —Machine-
Learning Models and Transformer Models
for Phishing Email Detection. Electronics,
13 (24), 4877. https://doi.org/10.20944/
preprints202410.1467.v1.

Nghién cuu

[33]. Ronish Nair, Fahim Abbasi,
Shahbaz Pervez (2025). PhishEmailLLM:
A Meta Model Approach to Detect Phishing
emails by leveraging LLMs and Machine
Learning models. ACSW ‘25: Proceedings
of the 2025 Australasian Computer
Science  Week. https://dl.acm.org/doi/pro
ceedings/10.1145/3727166.

[34]. Thuan Nguyen Hieu, Hieu Cao
Nguyen Minh, Hung To Van, Bang Vo Quoc
(2020) ReINTEL Challenge 2020: Vietnamese
Fake News Detection using Ensemble Model
with PhoBERT embeddings. In Proceedings
of the 7% International Workshop on
Vietnamese Language and Speech Processing,
pages 1 - 5, Hanoi, Vietnam. Association
for Computational Linguistics. https://
aclanthology.org/2020.vIsp-1.1.pdf.

129

Tap chi Khoa hoc Tai nguyén va Méi truong - S6 62 - nam 2026



